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キーサイトのEnd-to-End
ネットワークデジタルツイン



New Spectrum and Components 
• 高速・大容量の需要に対応する新しい周波数技術やコンポーネント設計

AI&ML Networks
• ネットワーク性能を向上させ、よりインテリジェントで効率的な運用を実現

Digital Twins
• あらゆるもののレプリカを仮想空間上に作成し、リスクのない環境でテスト

Networked Sensing
• 新しいセンサー技術を活用して環境情報を収集

New Network Topologies
• 接続性と信頼性を確保するためのオープンでスケーラブルなネット

ワークの構築

Security and Privacy
• サイバー攻撃に対して信頼性・安全を保証

6G Key Technologies
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6G Digital Twin 

「ネットワーク・デジタルツイン」 = 物理的なネットワークの構成や運用、ライフサイクルをリアルタイムで再現する仮想モデル。
このデジタルツインは、実際のネットワークと連携しながら動作し、シミュレーションや分析を実施。

プレゼンター
プレゼンテーションのノート
6G Digital Twin – Definition

When we look at 6G deployment, we assume a heterogenous network deployment with terrestrial and non-terrestrial coverage, including the core network elements and functions and the radio access network, either distributed or localized. The network is designed to maintain old applications such as mobile broadband, voice, mobility, but will add new applications such as metaverse, XR, VR and can serve smart cities, smart grids, autonomous vehicles, and/or private industrial IoT deployments. 
A digital twin or, better a Network Digital Twin (NDT) will need to create a dynamic, virtual replica of the physical network’s infrastructure, operations, and lifecycle that mirrors, simulates and interacts with the physical network in real time enabling continuous interaction between the digital and its physical environments counterpart [7]. 
The Figure in the slide represents in more details the interaction between physical, digital, and human world. 

The process begins in the physical network composed of physical entities, such as buildings, roads, and infrastructure. These entities are equipped with various sensors and devices that continuously generate real-world data. This data encompasses a wide range of information, including traffic patterns, energy usage, environmental conditions, and more. Once the data is generated, it undergoes data aggregation, where it is collected from multiple sources and combined into a centralized database. This database serves as a structured repository, ensuring that the data is organized and readily accessible for further analysis. 

The next step is to create a virtual network, which is a key component of the digital twin. This network is a virtual replica of the physical world, built from models reflecting the real physical network and continuously updated via the real-world data, to reflect its current state, operating conditions, and changes over time. Once built, the virtual network allows for the simulation of various scenarios and the generation of synthetic data, which can be used to fill gaps in the real data or to test different conditions and outcomes. The virtual network provides a realistic environment and a rich dataset for the human world to work on. Analysis and management test tools can simulate various scenarios in the virtual network, testing how different conditions or settings might impact the physical network in a risk-free environment.
 
For example, it can simulate different network configurations to find the optimal setup to achieve the best performance in terms of latency, bandwidth, or energy efficiency. The results may create a series of optimization policies that can be suggested or applied automatically to the physical network to achieve the simulated optimized conditions. In addition, updated models designed by the analysis tool can be applied to the virtual network, taking into account the insights gained by the optimization process.

An AI/ML layer wraps around the physical, digital and human worlds, demonstrating how AI is set to play a transformative role in the development and operation of 6G networks by influencing various layers and components in multiple ways. For instance, AI can enhance signal processing, coding, and modulation techniques, leading to improved data transmission efficiency and reduced latency. AI/ML algorithms can train on the real-world and synthetic data to simulate various scenarios, testing how different conditions or settings might impact the physical network. Additionally, AI can automate network management tasks, such as predictive maintenance and fault detection, leading to more resilient and self-optimizing networks. 

It is worth noticing that, due to the complexity of modern wireless networks, it is challenging to establish a single digital twin encompassing the entire wireless network. Consequently, a common manageable solution is to segment the wireless network and create digital representations for individual components such as the core network, network topology, RAN (Radio Access Networks), and user behaviors [8].
 




デジタルツインを構成するためには各レイヤーの模擬が必要

• 建物・地形・人/車の流れや移動

• 電波伝搬
 →LOS/NLOS? Fading?

• ネットワークトポロジー・ルーティング
 →NTN? Multi-hop?

• アプリケーションのトラフィック
 →SNS? Streaming? Call?UX

＋

APP
TCP/UDP

IP
＋

MAC
PHY

• 基地局/端末シグナリング・アルゴリズム
 →SA/NSA? Scheduling?



シミュレーター vs. デジタルツイン

Key Differences and Characteristics

AI/Data-enhanced PBM ModelsPhysics-based Models (PBM)

シミュレーション デジタルツイン

• 物理ベースの数学モデルを使用し、単体の機能でシミュレーションを実施 • 統計解析、AI/ML技術を活用し、コンポーネント単体だけでなく全体を模擬

• 入力データ: 物理的特性、設計仕様、環境条件 • センサーなどからのリアルタイムデータや過去データを活用

• 通常、実際の物理オブジェクトからのリアルタイムデータとは連携しない • 物理世界と仮想世界の間でリアルタイムフィードバック

• 大規模なモデルへの拡張は可能ですが、デジタルツインのように複数のシス
テムをシームレスに統合する機能は(一般的には)無い

• 高いスケーラビリティを持ち、さまざまなプロセスやシステムを統合して、全
体を模擬

プレゼンター
プレゼンテーションのノート
Simulator Versus Digital Twins: Key Differences 
A digital twin functions as an advanced simulator. However not all simulators are digital twins. The key differences between a digital twin and a simulator will be discussed here, with an emphasis on the level of abstraction we can achieve, the data being used, the interface with real-world objects and systems, and the degree of scalability [3].
Simulator
Often in the design phase, simulators are used to evaluate and analyze processes, systems, or products. They utilize mathematical models based on the laws of physics, known as Physics-Based Models (PBM), allowing them to achieve various levels of abstraction. 
For example, behavioral abstraction models the overall behavior of a system without delving into detailed interaction, while, for example, protocol abstraction focuses on the interactions between components through communication protocols. 
The main sources of input data for these simulators are physical attributes, design specifications, and environmental conditions. Typically, simulators do not interact with data from physical objects; once programmed or trained, they operate independently from the real-life process. 
Simulators can handle larger models, but their ability to seamlessly integrate multiple systems is typically inferior to digital twins.
Digital Twin
A digital twin improves PBMs using statistical, machine learning, artificial intelligence and other methodologies. Digital twins can be classified by their level of abstraction, which determines the detail and scope of the virtual representation.
There are different types of digital twin which fulfill different roles, at different levels, within an overall ecosystem. At the component level, a digital twin represents individual parts of a system, making it useful for detailed analysis and optimization of specific components. Asset-level digital twins encompass entire assets and are ideal for monitoring and maintaining the performance of these systems, including, for example, predictive maintenance. System-level digital twins model entire systems, including the interconnection between multiple assets, and are used for optimizing system-wide performance and understanding interactions between different components. Process-level digital twins represent entire processes, such as manufacturing workflows or supply chains, helping to optimize and manage complex processes to improve efficiency and reduce bottlenecks. Finally, enterprise-level digital twins cover the entire enterprise, integrating various systems and processes, and are used for strategic decision-making, enterprise-wide optimization, and aligning operations with business goals. 
Digital twins rely on operational data collected from sensors in real-time and historical data sources. Interfaces for real-time interaction with the physical world are supported, providing insights on performance, maintenance needs, and future enhancements. Additionally, they are designed to be highly scalable and capable of integrating various processes and systems.




Keysight EXata ネットワークモデリング・デジタルツインツール
シミュレーションソフトウェアとしての特長

早稲田大学
(早稲田キャンパス)周辺

EXata 建物データ読み込み例

• GUIを搭載したネットワークシミュレーション

• 端末1000台(以上)規模のシミュレーションの実行*
• C++により各レイヤーの処理を実装, 様々なパラメータを設定

• mobility・地形・建物・アンテナ・周波数・変調方式

• 地形・建物データの読み込み(CityGML等)

• 地形・建物を考慮したpathloss計算・Raytracing toolとの連携

• 3GPP L2/L3/Core**
• Random access, Scheduling, Handover

• AMF/SMF/UPF や Nxインターフェース

• ネットワークトポロジーやルーティング

• Multi-hopやNTN等のネットワーク

• TCP/UDP・ルーティングプロトコル

• アプリケーション設定

• パケットサイズや間隔の動的な変化

* 実行時間はマシンスペックやシナリオの規模・複雑さに依存
** 3GPPの処理のうち、主要な一部処理の実装。



Keysight EXata ネットワークモデリング・デジタルツインツール
デジタルツインツールとしての活用

パラメータ変更

AI/ML

フィードバック

UX

＋

APP

TCP/UDP

IP

＋

MAC

PHY

TCP/UDP

IP

＋

MAC

PHY

• 実アプリケーションと連携したUX評価

Propagation

(実)ビデオサーバー

UX

＋

APP

(実)ビデオプレイヤー

“Disable Node 1”

“Performance went bad”

• AI/MLとの連携, リアルタイムフィードバック



EXata Digital twin & Streaming Demo

サーバー(配信)側 プレイヤー(受信)側



• 3D建物データ(GML等)を読み込んでdeterministicなチャネルモデルを生成

• 事前計算だけでなく、EXataと連携して逐次計算を行いDigital Twin系を構成可能

• 同じ計算結果を実デバイスのEmulation試験系(チャネルエミュレーター)にも適用

Keysight RaySim; Raytracing Tool

UXM
基地局エミュレーター

PROPSIM
チャネルエミュレーター 実端末

Co-Sim

Export



キーサイトが目指すネットワーク展開シナリオ

シミュレーション
&

デジタルツイン

WirelessPro
EXata

エミュレーション

PROPSIM
UXM
etc..モデルの出力

実機器設計に反映

実測を元にモデルを
チューニング

Full-stack
シミュレーション

Full-stack
エミュレーション

UX

＋

APP

TCP/UDP

IP

＋

MAC

PHY

UX

＋

APP

TCP/UDP

IP

＋

MAC

PHY

チャネル情報

ネットワークモデル・
トポロジー

実HWの設計前に様々なトポロジーで
UXまで含めたNWパフォーマンスを

フルスタック検証

実HWを使用した際の
NWパフォーマンスを
フルスタック検証

特定の環境におけるDeterministicチャネルモデルを生成

電波伝搬モデリング
RaySim

チャネル情報




	キーサイトのEnd-to-End�ネットワークデジタルツイン
	6G Key Technologies
	6G Digital Twin 
	デジタルツインを構成するためには各レイヤーの模擬が必要
	シミュレーター vs. デジタルツイン
	Keysight EXata ネットワークモデリング・デジタルツインツール
	Keysight EXata ネットワークモデリング・デジタルツインツール
	EXata Digital twin & Streaming Demo
	Keysight RaySim; Raytracing Tool
	キーサイトが目指すネットワーク展開シナリオ
	スライド番号 11

